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NHP®OPMALMNOHHASA NAMSATKA JJIA OBYYAIOIIUXCA 1A
PASMEIHIEHUA HA O®PULIUAJIBHBIX HHTEPHET-PECYPCAX

C kaxaplM TOAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHU W3 CaMbIX AKTUBHBIX MoOJib3oBaTtened Pynera. Mexnay tew,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECeT M IPOOJICMBI.
DTta mnaMmATKa JODKHA IIoMOYh Tebe Oe30IMacHO HaXOJUThCI B CETH.
KomrnbroTepHbi€ BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOrpamMM,
OTIMYUTEIIBHON 0COOCHHOCTHIO KOTOPOH SABJISIETCS CIIOCOOHOCTh K Pa3MHOKECHHUIO.
B nononHeHne k 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIM MOJHOCTHIO YHUUYTOXKHUTh
Bce (hailJibl U JaHHbBIE, TOJKOHTPOJIBHBIE MOJIL30BATEI0, OT UMEHH KOTOPOro Obliia
3amylIeHa 3apakKeHHas NMpPOorpaMMma, a TaKKe MOBPEINTh WM JTAXKE YHUUTOXKHUTH
OTICPAITMOHHYIO CHUCTEMY CO BceMH (aiiiamMu B 11e0M. B GOJBIIMHCTBE CilydyaeB
pACIPOCTPAHAOTCS BUPYCHI U€PE3 UHTECPHET.

MeTo0abI 3aIIIMTHI OT BPEJIOHOCHBIX IPOrPaMM:

1. HMcnonp3yli COBpEMEHHBIE OIIEpPAllMOHHBIE CHCTEMBI, MMEIOIIME CEPbE3HBIN
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IlocrosHHo ycraHaBnuBail mautu (UUGpPOBBIE  3allIaTKH, KOTOpPbIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKH MPOTpamMMbl) U Jpyrue
OOHOBJICHHSI CBOE€H omnepainMoHHOM cuctembl. CkayuBail HX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pekum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE TMOJ TMpaBaMHU TIOJb30BaTENd, a He
aJMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MpOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE  INPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuupb pU3NUECKUM JOCTYH K KOMIBIOTEPY 7151 TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHWE HOCUTENM MH(OpMAalMM, Takue Kak (Quienika, IUCK WU
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbiBaii KOMIIbIOTEpHBIC (haiibl, TOJYyYCHHbIE W3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIPaBJIsI JId OH TeOe UX.

Cern WI-FI

Wi-Fi - aT0 He Buja mepemayn MaHHBIX, HE TEXHOJOTHUS, a BCEro JIMIIb OpEH,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIIAHUSI 3aperucTpupoBaja OpeH.I
"WECA", uto o6o3navyasio cioBocouetanue "Wireless Fidelity", xoTopsiii
nepeBoAUTCs Kak "OecrnpoBoiHasi TOYHOCTh'. Jlo Halllero BpeMeHu Joluia Jpyras



ab0OpeBHaTypa, KOTOpasi SIBISETCS Takoil ke TexHoyiorued. DTo abbpeBuatypa
"Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHAApPT BBICIIEH 3BYKOBOM
texauku Hi-Fi, uro B mepeBojie o3HayaeT "BhICOKass TOYHOCTH'". Jla, OecriaTHBIM
UHTEPHET-IOCTYIT B Kade, OTeNIX M ad’poroprax SBISCTCA OTIMYHOMN
BO3MOXKHOCTBIO BBIXOJa B WHTEpHET. HOo MHOTME SKCHepThl CUMTAIOT, YTO
obmenoctynasie Wi-Fi cetn He SBISIOTCS 0€30MMacHBIMH.

CoBeTbl 10 0€30ACHOCTH PA00OTHI B 001eOCTYIHBLIX ceTsax Wi-fi:

1. He nepenagaii cBoto auunHyto uHbopmaiiuio yepe3 oodmenoctynusie Wi-Fi cetu.
PaboTas B HUX, KellaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMEDA;

2. Ucnionp3yi n 0OHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambim
ThI 00€30macHIlb ce0s OT 3aKaYKU BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonws3oBanuu Wi-Fi otkmoun @ynkuuio "OOmuil 1octyn K (aitinam u
npuHTepam". JlanHas (QyHKUHS 3aKpbhiTa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
M0JIb30BATENIM aKTUBHUPYIOT €€ NIl yA00CTBa UCIHOJIb30BAHMS B padoTe WK y4eoe;
4. He ucnone3yii nyonuunsiidi WI-FI nis nmepenaum JTUYHBIX JaHHBIX, HAIIPUMED
JUISl BBIXO/1A B COLMAJIBHBIE CETH UJIU B MJIEKTPOHHYIO IIOUTY;

5. Wcnonw3yit Tonbko 3amuiieHHoe coenunenune yepes HTTPS, a ue HTTP, T.e.
npu Habope Beb-asipeca BBOAM UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknutoo "TloakmoueHne k  Wi-Fi
aBromatudecku'. He momyckaili aBTOMaTW4ecKOro IOAKIIOYEHUS YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero coriacus.

CouuaJjibHbIe CeTH

ConmalibHbBIC CETH aKTUBHO BXOJAT B HAIy >XKHW3HB, MHOTHE JIIOJIU pabOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MHIITHAP]T YETIOBEK,
YTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHass UMU B COIIMATIBHBIX CETAX, MOXKET
ObITh HaliJIeHA W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIHAJBLHBIX CeTHAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsSX HE JIOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammiiail cBOW 4acTHyH ku3Hb. He ykaswiBail mapomu, tenedoHsl, aapeca,
JaTy TBOErO POXACHUS M APYryI0 JUYHYIO HHQOpMaLHMIO. 3JI0yMBIIUIECHHUKH
MOTYT HCIIOJIb30BaTh Jake MHGOPMAIMI0 O TOM, KaK Thl MU TBOU POJUTEIH
IJIaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3ammimail CBOIO pEMyTaIuio - JEpKH €€ B YHCTOTE W 3a/aBail cebe BOImpoc:
XoTen Obl Thl, YTOOBI JPyrue TMOJb30BaTENM BHUAEIH, YTO Thl 3arpykaeuib?
[Tonymaii, mpexie ueM 4To-To OIMyOJIMKOBATh, HAIKCATh U 3arPy3UTh;



4. Ecnu Thl TOBOpHIIb C JIIOJAbMH, KOTOPBIX HE 3HACIIb, HE MHCIOJB3YyH CBOE
peajgbHOe UMS U IPYTyI0 JTUYHYI0 MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5. Uzberaii pasmemenust ¢ororpaduii B MHTEepHeTe, Tlie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu perucTtpauuu B COIHAIbHONW CETH HEOOXOJMMO HCIIOJIb30BaTh CIOKHbBIE
MapoJiu, COCTOSIIME U3 OYKB U IIUGP U C KOJUYECTBOM 3HAKOB HE MEHEE

8; 7. Ins counanbHON CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAUMO HCIIOIb30BATh
pasupie maponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTy4at
JIOCTYT TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JIEKTPOHHBIE 1eHbI'H

DJIEKTPOHHbIE JIeHbIM - 3TO OYeHb YJOOHBIM CHOCOO IUIaTeXel, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH JEHBIH. DIIEKTPOHHBIE
JEHbI'M TMOSBWJIMCh COBCEM HEJAaBHO M HWMEHHO H3-32 3TOF0 BO MHOTHUX
rocyJapcrBax /10 CUX IOp HE MPOMUCAHO NPO HUX B 3akoHax. B Poccuum xe oHun
(YHKIIMOHUPYIOT M O HUX YK€ IPOMHCAHO B 3aKOHE, IJI€ MX pa3leisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3HuIa B TOM, 4TO aHOHHMHBIE
- 3TO T€, B KOTOPBIX pa3peliaercss MPOBOJAUTH olepanuu 0e3 UIACHTU(PUKAIIH
MOJIb30BATENs,, a4 B HEAHOHUMHBIX HWACHTU(UKAIMSA TOJIb30BATENs SBISETCS
oOs3aTenbHOU. Takxke ciieqyeT pa3nuyaTh 3JIEKTPOHHbIE (PUATHBIE TEHbIU (PaBHBI
rOCyJIapCTBEHHBIM BaJIIOTaM) U DJJICKTPOHHBbIE He(dUAaTHBIC ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MACHOH PadoTe € VJIEKTPOHHBIMHU AeHLIAMM

1. IlpuBsixu K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA U OBICTPBIN
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TeaedOH MOMONKET, €CIH
3a0yJelnip CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnone3yit opHopa3zoBbie mnaposu. Ilocne mnepexoga Ha yCHUIICHHYIO
aBTOpHU3alMI0 TeOe yke He OyAeT yrpokaTb OMACHOCTb KpakKH WIIM IepexBaTa
IUIATEKHOIO MapOJIs;

3. BriGepu cnoxHblil napois. [lpectynHukam OyJeT HE TPOCTO yraiaTh CIOKHBIH
naposib. HajexxHple maposu - 370 MapoJid, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB
¥ BKJIIOYAIOT B ceOS CTPOYHBIC W TMPOMHUCHBICE OYKBBI, IMU(PPHI U HECKOJIBKO
CHUMBOJIOB, TaKMe€ Kak 3HaK Jojulapa, (yHTa, BOCKJIMLATEIbHBIA 3HAK U T.II
Hanpumep, $tROng!;

4. He BBOIM CBOM JIMYHbBIE JAaHHBIE HA CalTaX, KOTOPBHIM HE JOBEPSICILIb.

DJICKTPOHHAS MOYTA




DJIEKTPOHHASI MOYTA - 3TO TEXHOJIOTHS W MPEIOCTABISIEMBIE €0 YCIYyTH IO
MEPECHUIKE U MOJTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieiaioTcs B
KOMITbIOTEPHON ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SAIIUK  BBITJISAJIUAT
CJIeIyIonUM 00pa3oM: UMsI_TOb30BaTensi@umMs_JoMmeHa. Takxe Kpome nepenadu
IIPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpe1aBaTh (pailiibl.

OcCHOBHBIE COBETHI IO 0€30IACHOM PAd0Te ¢ YJISKTPOHHOM MOUYTOM:

1. Hamo BeIOpaTh mpaBUJIbHBIA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrPOMHBII
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JIOBEPSATH TEM, KOTO
3HaCIIb U KTO MEPBBIM B PEUTHHTE;

2. He yxka3piBali B JMYHOW TouTe JU4YHYyr0 uHbopmanuro. Hampumep, mydiie
BBIOpATh "My3bIKaIbHBIN  (panaT@" umu "pok2013" BmecTo "Temal3";

3. Mcnonb3yll ABYXA3TAlHYK) ABTOPU3ALUI0. JTO KOTrAa MOMUMO MapoJisi HYXHO
BBOAUTH KOJ, NPUCHUIAEMbI 10 SMS;

4. Bp1Oepu CIOKHBIN Maposib. JJ1s KaXK10T0 MOYTOBOTO SIIKKA JTOJKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Ecnu ecTh BO3MOYKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH
3Ty BO3MOXHOCTb;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 17151 YaCTHOM NMEPENUCKH C
aagpecaTaMy, KOTOPBIM Thbl JOBEpSACHIb. JTO SJIEKTPOHHBIM aapec HE Haao
UCII0JI30BATh NIPU PErUCTpaliui Ha (opyMax u cailTax;

7. He oTkpbiBaii (haiiabl U ApyTHUe BIOKEHUS B MUChMaX, AK€ €CJIM OHU MPUIILIH
OT TBOUWX Jipy3ei. Jlydiie yTouHu y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (haiiibl;

8. Ilocne okoHYaHMsT pabOTHI HA MOYTOBOM CEPBHCE IEpes] 3aKPHITHEM BKJIAIKHU C
caiiToM He 3a0yap HaKaTh Ha "BeriTu".

Kun0epOyJJIMHT MM BUPTYAJbHOE M3/1€BATEJILCTBO

KubepOyaannr - mnpecnegoBaHue COOOIIEHUSMU, COJEPXKAIIUMHU OCKOPOJICHUS,
arpeccuio, 3aryruBaHue; XyJUraHCTBO; COI[MaIbHOE OOMKOTUPOBAHKE C MTOMOIIBIO
Pa3JIMYHBIX HTHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pL0E ¢ KHOEPOYJIJIHHTOM:

1. He Opocaiics B 0oit. Jlyurmuit cioco6: mocoBeTOBaTLCS Kak ce0s BECTU U, €CITU
HET TOT0, K KOMY MOKHO OOpaTUTHCS, TO BHAYaJIe YCIIOKOUThCs. Eciu Thl HauHeIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIIE Pa30kKKEIIIh
KOH(DITUKT;

2. Yupasnsii cBoel kubeppenyTranuei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIlecTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouT BecTHM XYJIUTaHCKUWA o00pa3 BHUPTyaldbHOM >kKu3HU. HWHTEpHET
(buKcUpyeT Bce TBOM JEHUCTBHS W COXpAHSET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobmro1alt CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;



6. Urnopupyit equandHbiid HeratuB. OMHOPA30BbIE OCKOPOUTEIHHBIE COOOIICHHUS
Jqy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yajabHOM CTaluu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOILCHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKUA COOOIIEHHH C
ONPEICIICHHBIX aJPECOB;

8. Ecnmu Thl cBuperenbs kuOepOyinuHra. TBou JeHCTBUS: BBICTYNUTH MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLECHUBAIOTCS HEraTUBHO,
MOJICPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTUYECKAs] IOMOIIb, COOOIIHUTH
B3POCIBIM O (haKTe arpeCCUBHOTO TIOBEICHHS B CETH.

MoOwibHbIN TejaedoH

CoBpeMenHble cMapT(HOHBI W TUIAHIIETHI COAEPXKAT B ceOE BIIOJHE B3POCIBIMA
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAaIl[MOHAPHBIMHU
KoMIibtoTepamMu. OHAKO, CPEACTB 3aLIUTHI 1JIs1 MOJOOHBIX YCTPOMUCTB MOKA OYEHB
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX MPOUCXOJUT HE Tak
uHTeHCUBHO, Kak i 1K, To ke camoe kacaeTcsi U MOOWJIBHBIX MPUIOKEHUH.
CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU HACTOJbHBIC
aHaJIOTH, OJHAKO pacHupeHue (yHKIMOHAIa BIJIEYET 3a €000 OOJBIIYIO
CIOKHOCTh W MEHBIIYI0 3alIMIICHHOCTh. Jlaleko He BCE NPOU3BOJUTENN
BBIITYCKAlOT OOHOBJICHMS, 3aKPBIBAIOIIUE KPUTHYECKHUE YSI3BUMOCTHU JJIsI CBOMX
YCTPOWCTB.

OcHOBHBIE COBETHI AJI 0€30IMAaCHOCTH MOOWJILHOI0 TejaedoHa:

Huuero He siBisieTcst mo-HacTosiemMy OecriaTHbIM. byib ocToposkeH, Beab Koraa
Tebe mpejuraraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIATHBIE YCIIYTH;

Hymaii, npexxne uem ornpaButb SMS, ¢hoTo mnu Buaeo. Thl TOUHO 3HAEIIb, TE
OoHM OyayT B KOHEYHOM utore? Heob6xoauMo oOHOBJISITH ONEPALIMOHHYIO CUCTEMY
TBOETO cMapT(hOHa;

Hcnonb3yil aHTUBUPYCHBIE TPOrpaMMBbI JJ1s1 MOOUITIbHBIX TenedoHoB; He 3arpyxkaii
MPUJIOKEHUST OT HEU3BECTHOTO UCTOYHUKA, BEJAb OHM MOTYT COJEpPXKaTh
BPEJOHOCHOE MPOrpaMMHOE 00€CTIEUEHHUE;

[Tocne Toro Kaxk ThI BRIMICIIH C CalTa, T/Ie BBOJIWII JIMUYHYIO HH(DOpMAITHIO, 32111 B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuoguyeckn MNpoBepsAil, KakWe IUIATHbIE YCIYTd AKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBOI1 HOMEP MOOMIILHOTO TeNe(hoHa TOIBKO JIIOISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSEILIb;

Bluetooth nomkeH ObITh BBIKJIFOYEH, KOTJA Thl UM HE MOJb3yelibes. He 3a0biBait
WHOT/Ia POBEPATH 3TO.

Online urpoi




CoBpeMeHHBIe OHJIAHMH-UIPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUEHUS,
OOBEIUHAIOIINE COTHU ThICAY YEJIOBEK MO BceMy Mupy. WUrpoku uccnenyror
JaHHBIA UM MUD, OOLIAIOTCSA APYT C JPYIOM, BBIIOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTPAMM M IIOJYYarOT ONBIT. 3a YAOBOJIbCTBUE OHH IIIATAT: MOKYHNAarT IMUCK,
OITAYMBAIOT a0OHEMEHT WM IpUoOpeTaroT Kakue-To onuuu. Bee 3tu cpeactsa
UAYT Ha TOJJEpXKaHHE WM pa3BUTHE WUIPHI, a TakKe Ha caMmy Oe30MacHOCTH:
COBEPILIECHCTBYIOTCS CUCTEMbl aBTOPHU3ALMH, BBIITYCKAIOTCS HOBBIE MAT4H
(undpoBbIe 3ammaTKy A1 MPOrpaMM), 3aKpBIBAIOTCS YS3BHUMOCTH CepBepoB. B
NOJIOOHBIX UTPaX CTOMT OIAcaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPAaXKu
TBOETO MapoJsi, HA KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3ALMHU OOJBIIMHCTBA UIP.
OCHOBHBIE COBETHI 110 0€30IIACHOCTH TBOEI'0 HIPOBOI0 AKKAYHTA!

1. Ecau npyroit urpok BejeT ceOs IUIOXO WIIM CO3/1aeT TeOe HENMPHUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxainyiicss aAMMHHUCTpaTOpaM HIPbl Ha IJIOXO€ MOBEJEHUE 3TOr0 HIPOKa,
KeJIaTeIbHO MPUIIOKUTH KaKHE-TO JOKA3aTelbCTBa B BUJI€ CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOpMALIHMIO B IpO(daiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuuanbHbIe aTYM U MO/JIbI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jdaxe BO BpeMs UTPbI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Tl Urpaenib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

@UIIHHT WM KPaKa JUYHBIX JaAHHbIX

OOBIYHON Kpaxkell JAeHEer W JOKYMEHTOB CETOJHs YK€ HHUKOTO HE YAMBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHI 3JI0YMBIIUICHHUKN NTE€PEMECTUIIUCH B UHTEPHET,
U TMPOJOJDKAIOT 3aHUMAThCs "MoOuMbIM" nenoM. Tak mosBUIIach HOBasi yrpo3a:
HHTEPHET-MOLIEHHUYeCTBA WM (PUIIMHI, TJIaBHAA LEIb KOTOPOIO COCTOHUT B
MOJIYYCHUH KOH(GUIEHIIMATBHBIX JAaHHBIX TMOJIb30BATEJICH - JIOTMHOB U IApOJICH.
Ha anrmmiickom si3pike phishing umtaercs kak ¢umuHr (ot fishing - pniOHas
JIOBJIs1, password - TapoJib).

OCHOBHBIE COBETHI 0 00pL0e ¢ GUIMHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Ecim ThI momo3peBaelib, 4TO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKHPOBAaTh €€ M COOONIUTH aJMUHHUCTPATOpPaM
pecypca 06 3TOM KakK MOKHO CKOpEe;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIE, WHTEPHET-Mara3uHoOB W
MTOMCKOBBIX CHCTEM;

3. Ucnionb3y# CIIOXKHBIE M pa3Hble Mapoau. TakuM oOpa3oM, eciii TeOs B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOJTydYaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(DHITIO B CETH,
a He KO BCEM;



4. Ecnu T1e0s B370Manu, TO HEOOXOAUMO TPEIAYIPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI Y T€OS B JIPY3bsiX, O TOM, YTO T€Os B3JIOMalU M, BO3MOXHO,
OT TBOETO UMEHHM OYyJIET PaCChUIAThCA CIIaM U CChUIKU Ha (PUIITMHTOBBIE CAThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN Tene(oH;

6. OTKIIIOYM COXpaHEHHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii (haiiiel U ApyTrUe BIOKEHUS B MHUCbMax, Ja)ke €CIU OHU MPUIILTH
OT TBOUX JApy3eil. Jlyulie yTouHM y HUX, OTHPABISUIA JU OHU TeOe ATH (ailiibl.
Iudposasi penyrauus

IudpoBas penyrauus - 5T0 HETATUBHAS WM TTO3UTHUBHAS WH(OPMAITUS B CETH O

tebe. Kommpomerupyromas wHboOpManus, pa3MelieHHas B HHTEPHETE, MOXKET
CEpPBhE3HBIM 00PA30M OTPA3UTHCS HAa TBOEH peasibHOU KU3HHU.

"IluppoBasi penyramusi'" - 5TO TBOM UMUK, KOTOpPbIA (opmupyerca u3s
uHpopmanuu o TeOe B HHTEpHETE. TBOE MECTO KHUTENbCTBA, YYEObl, TBOE
(bUHAHCOBOE TOJIOXKEHUE, OCOOCHHOCTH XapaKTepa M pacCcKa3bl O OJIM3KUX - BCE
3TO HAKAIUIMBAETCA B CETH. MHOTME IMOAPOCTKH JIETKOMBICIIEHHO OTHOCATCS K
nyOnukanuu JuyHOW uHpopmauuu B HHTepHeTe, HE NOHMMAs BO3MOYKHBIX
nocneAcTBUM. Thl Aake HE CMOXEWIb J0rajatbca O TOM, uTo (¢oTtorpadus,
pa3MellleHHas S5 JIeT Ha3aj, cTaja NMPUYMHOW OTKa3a MpPUHATH TeOs Ha paloTy.
KoMmMmeHTapuu, pasmenieHne TBoMX (oTorpapuil U Apyrue ACUCTBUS MOTYT HE
VCYE3HYTh JAXKE IMOCJE TOrO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPaHUJI
3Ty MH(OpMaIHIO, IToNaia JIM OHAa B IOUCKOBBIE CUCTEMBI M COXPAHMJIACH JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKpY’Karolllue JIOAU, KOTOpble HAMAyT U YBUIAT
sT0. Haiitu uHpOpMannio MHOTO JET CIYCTS CMOXET JI000M - Kak U3 J0OphIX
noOyXJeHUI, TaKk M C HaMEpPEHHUEM MNPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.

OCHOBHBIE COBETHI 10 3aIUTe NINMPOBOHA PEeNYTAIIMN:

1. [Togymaii, mpexie ueM 4yTo-To MyOJMKOBATh U MepeaaBaTh y ceOs B OJore uium B
COIIMAJIbHOM CETH;

2. B nactpotikax npoduiis yCTaHOBU OTpaHUYCHHS Ha TIPOCMOTP TBOETO MPOhuIIs
U €ro COJEPKUMOTO0, CAeIall ero ToabKo "miis apy3en";

3. He pa3memaii u He yka3bpiBail uHGOPMAIMIO, KOTOpash MOXET KOTO-JTH00
OCKOPOJISITh MJIH OOMXKATh.

ABTOpCKOE NIPAaBO

CoBpeMeHHbIE MIKOJIbHUKU - aKTUBHBIE MOJIB30BATENU LIU(PPOBOTO MPOCTPAHCTBA.
OpHako Aajleko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MOXXHOCTSIMHU
nudpoBoro wmupa TpeOyeT COOJIOCHHS TIpaB Ha  HUHTEIUICKTYaJIbHYIO
cOOCTBEHHOCTh. TepMuH '"HWHTENIEKTyallbHasi COOCTBEHHOCTH" OTHOCHUTCS K
pPa3IMYHBIM TBOPEHUSIM YEJIOBEYECKOIO0 YMa, HauWHAas C HOBBIX M300pETEHUU U
3HAaKOB, 0003HAYAIOUIMX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U 3aKaHYMBas



KHUTamH, ¢GororpadusiMu, KUHODUIBMAMH U MY3bIKAJIbHBIMU MPOU3BEACHUSIMU.
ABTOpPCKHe MpaBa - H3TO MpaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTb Ha
MIPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKyCcCTBAa. ABTOPCKHE MpaBa BBHICTYIAIOT B
KauecTBEe TapaHTUHM TOTO, YTO HMHTEIICKTYaJbHBIM/TBOPUECKUNA TPy aBTOpa HE
OyZIeT HampacHbIM, JAacT €My CIpPaBELJIMBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysnbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh W mNpu3HaHue. Hukrto 0e3
paspelieHus aBTOpa HE  MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacmpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
MyCKaTh B MPOKAT, IMyOJMYHO HCIHOJIHATH, MOKA3bIBATH/UCHOIHATh B dQUpe WU
pasmemate B MHrepHere. Hcnonp3oBaHue "mMUpATCKOro" mpoOrpaMMHOTO
oOecrieyeHus: MOKET MPUBECTU K MHOTHUM pPHUCKaM: OT MOTEPH JTaHHBIX K TBOUM
aKKayHTaMm 10 OJIOKMPOBKH TBOErO YCTPOICTBA, IJ€ YCTAaHOBJIIEHA HeEJEerajbHas
nporpamma. He crouT Takxke 3a0biBaTh, YTO CYLIECTBYIOT JIETaJlbHbIE U
OecriaTHbIE IPOrPaMMBbl, KOTOPbIE MOYKHO HANTH B CETH.

O noprane CereBUYOK.pd - TBOM TJIaBHBIM COBETYMK B CETU. 3]I€Ch Thl MOXEIIb
y3HaTh O O€30MaCHOCTU B CETU MOHSITHBIM W JIOCTYIHBIM $I3BIKOM, a IMpHU
BO3HUKHOBEHUU KPUTHYECKOM CHUTyallud OOpAaTUTHCS 3a COBETOM. A Takxke
MPUHSATH y4aCTHE B KOHKYpPCAX M CTaTh CaMbIM IIU(DPOBBIM Tpak TaHUHOM !



